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The Internet of things BRINGS WITH IT NEW challenges 

TECHNOLOGY IS EVERYWHERE  
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Every year THREATS are becoming more sophisticated  

and MORE FREQUENT 
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*Source: http://www.forbes.com 
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THREATS BECOME A COMMODITY  
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IT environments have EVOLVED with new EMERGING technologies  
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 EVOLVING AND COMPLEX IT ENVIRONMENTS  
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WE NEED SECURITY  
that is  

MODULAR 

AGILE 

SECURE!!! 
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Today SECURITY for Tomorrowôs THREATS 

SOFTWARE ïDEFINED PROTECTION  

       Introducing  
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E N F O R C E M E N T  L AY E R  
Inspects traffic and enforces protection  
in well-defined segments 

C O N T R O L  L AY E R  
Delivers real-time protections to the  
enforcement points 

M AN A G E M E N T  L AY E R  
Integrates security with business  
process 
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SOFTWARE ï DEFINED PROTECTION  



9 ©2014 Check Point Software Technologies Ltd. 9 

RELIABLE and FAST to deal with demanding  

IT networks and hosts. 
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ENFORCEMENT LAYER 
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Enforcement points MEDIATE interactions between users and systems  

and EXECUTE protections 

CLOUD SECURITY 

MOBILE SECURITY 

NETWORK SECURITY GATEWAY 

ENDPOINT SECURITY 

VIRTUAL SYSTEMS 
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ENFORCEMENT LAYER 
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HOW TO PROTECT  

 BOUNDLESS ENVIRONMENTS? 
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In todayôs NETWORKS, there is no single perimeter.  

Smartphones, clouds, and cloud move DATA  and networks  

across boundless computing environments.  

[Confidential] For designated groups and individuals 

SEGMENTATION IS THE NEW PERIMETER 
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ATOMIC SEGMENTS 

SEGMENT GROUPING 

TRUSTED CHANNELS 

CONSOLIDATION 

Elements that share the same policy and  
protection characteristics 

Grouping of atomic segments to allow  
modular protection 

Of physical and virtual components, as network  
security gateways or as host-based software 

Protect interactions and data flow  
between segments 

STEP 1 

STEP 2 

STEP 3 

STEP 4 

SEGMENTATION METHODOLOGY  
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Atomic segment  

Group of Segments 

Consolidation  
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SEGMENTING YOUR NETWORK  
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Generates SOFTWARE-DEFINED protections and deploys 

 them at the appropriate ENFORCEMENT points. 

CONTROL LAYER  
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Generate PROTECTIONS 

CONTROL LAYER  
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Control interactions  
between users, assets,  
data and applications 

Protect data in  
motion and at rest 
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ACCESS CONTROL AND  

DATA PROTECTION  
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WHAT ABOUT PROTECTING AGAINST  

THE BAD GUYS? 
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Known 
Knowns 

Known 
Unknowns 

Unknown 
Unknowns 

Threats we  
know we know 

Threats we know we  
donôt know 

Threats we donôt  
know we  
donôt know 

ANTI VIRUS 

ANTI BOT 

IPS 

THREAT EMULATION 

ANTI BOT 
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THE THREATS WE NEED TO PREVENT  
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Block download of 

malware infested files 

Detect and prevent 

bot damage 

Stops exploits of 

known vulnerabilities 

Check Point Multi -Layered  
Threat Prevention  
 

IPS 

Anti-Bot 

Antivirus 
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IPS Software Blade Summary  

Â Security ï Sophisticated and Accurate  
Â Industry leading threat coverage  

Â Multi-Method Detection Engine 

Â NSS Recommended in IPS Group Tests 
 

Â Integrated Turn -Key Appliances  
Â Multiple models covering performance spectrum 

Â Integrated hardware and software bypass 

Â Flexibility with integrated, turn-key appliances 
 

Â Management ï Operational Efficiency  
Â Unified management of Check Point IPS products 

Â Easy deployment, configuration and management of IPS policy, features 

Â Efficient and effective policy and IPS operations management 
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Increase Security 
NSS IPS Group Test Results (2012) 

98,9% 98,3% 96,6% 96,0% 95,0% 94,8% 92,5% 90,9% 88,8% 
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Overall Achievable Block Rate (Tuned*)  

*NSS Labs tested only tuned configurations in 2012 

[Confidential] For designated groups and individuals 



23 23 

Missing a type of evasion means a hacker can use an entire class  

of exploits to circumvent the IPS, rendering it virtually useless 

Check Point IPS Software Blade  

delivered 100% resistance to evasion 

Increase Security -  
NSS IPS Group Test Results 

Resistance to Evasion Attacks 

IP Packet 

Fragmentation 

TCP Stream 

Segmentation 

RPC 

Fragmentation 

SMB & NetBIOS 

Evasions 
URL 

Obfuscation 

HTML 

Obfuscation 

Payload 

Encoding 

FTP 

Evasion 

IP Frag + TCP 

Segmentation 

IP Frag + MSRPC 

Fragmentation 
IP Frag + SMB 

Evasions 

TCP Seg + 

NetBIOS 

Evasions 
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 Antivirus Software Blade 

Constantly 

updated 
Security intelligence 
with ThreatCloudÊ 

Prevent 

Access to 

Malicious Sites 
Over 300,000 sites! 

Stop Incoming 

Malware Attacks 
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300x Protect with 300x 
more signatures! 
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Extended Protection using ThreatCloudÊ 
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Botnet Operation: The Infection 

Infection 

ÁSocial engineering 

ÁExploiting vulnerability 

ÁDrive-by downloads 

Download Egg 

ÁSmall payload 

ÁContains initial 
activation sequence 

ÁEgg downloaded 
directly from infection 
source or source, 
such as Command & 
Control server 

C&C Server 
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Botnet Operation: Self -Defense 

Self Defense 

 

ÁStop Anti-Virus 
service  

ÁChange ñhostsò file 

ÁDisable Windows 
Automatic Updates 

ÁReset system 
restore points 

Command 

& Control 

Server 
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Botnet Operation: The Damages 

Payload Pull 

Command 

& Control 

Server 

ÁSpam 

ÁDenial of Service 

Á Identity Theft 

ÁPropagation 

ÁClick fraud 
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Prevent 

Bot damage 
Stop traffic to 
remote operators 

Discover 

Bot infections 
Multi-tier  
discovery  

 Anti -Bot Software Blade  

Extensive 
forensics tools 

Investigate 

Bot infections 

DISCOVER and STOP Bot Attacks 


