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Check Point DLP
Makes data loss prevention work

I
Il.”* softwareblades™

©2010 Check Point Software Technologies Ltd. | [Unrestricted] For everyone | 3



(] Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Data Loss Prevention

What is DLP?

Upload to "My Files™

t & Francial Perdormance xdsx

Company document uploaded

[—% | [ .. ] [John.Stevens@yahoo.com |
S¢nd | subject: | Corporate Strategy |
|

Attached: [L{EJ Green World Strategy Plan 2010

. & )
E-mail sent to the wrong - to an external website.
recipient, intentionally or by 1
m istake . Add Woae Files Tostal: 1 file, B.STHD
v Begin Uploading Files Cacs

Data breaches have happened to all of us
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Data Breachesd Headline Examples & Gheck Point

SOFTWARE TECHNOLOGIES LTD,

30 LA

Brand Damage

BUSINESS TRA
Theft of laptop put

thousands of identities at risk | T

W Compliance
Liabilities

:‘,‘ R ail to Wrong Gmail Address, Sues
flew behund 1N

ofMicials of leak

he company’s ia

Megdiscoyere

According to a count documant in the case n
August a customer of the Rocky Mountan Bank

asked a bank employee 10 send certain loan statements 10 a representatrve of the customer The employes
however inadvertently sent the e-mad 1o the wiong Gmal address Additionally the employee had attached a
seasitne fle to the e-mail that should not have been sent at all
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|t 6s Not Just About 5] Check Point
Regulatory Compliance o

Compliance Security

Chief Compliance  Chief Security
Officer Officer
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DLP Has Not Yet Been Solved! La Check Point

Technology IT Staff
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Check Point Makes DLP Work

‘@ Check Point

Tow. 6J
Subject: ﬁ

Attached: @

~ SOFTWARE TECHNOLOGIES LTD.

Data Loss Prevention Alert

An email that you have just sent has been
guarantined.

Reason: attached document contains
confidential internal data

Confidential

°"  data sent to the

User prompted

(] Check Point

SOFTWARE TECHNOLOGIES LTD,

John, The message is being held until further action.
Let 6s r e| Send,Discard, or Review Issue le User remedia’[es ou
morning meeting.
oK
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Introducing Check Point

. (] Check Point
Data Loss Prevention

== SOFTWARE TECHNOLOGIES LTD,

Check Point Combines Technology BNz

and Processes to Make DLP Work

=1 To... | John.Stevens@yahoo.com Pl‘event

Send Subject: Corporate Strategy Move from deteCtion
(W] '=! Check Po to prevention

Data Loss Prevention Alert \1
Johi| - .l:.--vr
An email that you have just sent has been
L e quarantined. olr po Ed u Cate
our [ Users on corporate
Reason: attached document contains ..
confidential internal data v data pOlICIeS
'_
Thg message is being held until further
action. Enforce
Send , Discard , or Review Issue Data loss
business processes
[ ox ]
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Check Point Solves the DLP Challenge & &hecklont

New UserCheckE Technology

Technology Challenge

Empowers users to remediate
Incidents in real time

IT Staff Challenge

Educates users on DLP policies
without involving IT staff
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(] Check Point

== SOFTWARE TECHNOLOGIES LTD,

How Does Check Point DLP Work?

MUItISPECEE Detection Engine

Simple Rule-based Policy Management

Full Network Enforcement
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